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Cyber Attack in Ukraine’s Power System

* Attack on Ukraine’s power grid
d December 23, 2015.
 Malware installation.
O Falsify SCADA data injection.
O Flood attack on telephone system.
O Trip circuit breakers in multiple

substations.

* Results
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Escalating Cyber Security Factors

Adoption of standardized technologies with known

vulnerabilities
Connectivity of control systems to other networks

Constraints on use of existing security technologies and

practices
Insecure remote connections

Widespread availability of technical information about control

systems



Cyber Systems in Power Infrastructure
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Cyber Security Standard for
Supervisory Control and Data Acquisition (SCADA)
NERC CIP 002-014

Critical asset identification (e.g. RTU, which support the reliable operation of a
power system.)

Security management controls (e.g. How to manage the authentication, card or
password, or both.)

Personnel training (e.g. Contrators and vendor must be authorized to gain access
(cyber and physical), and training staff on security awareness.)

Electronic security perimeter (e.g. Periphery to protect all the cyber asset within.)
Physical security of critical cyber assets (e.g. Control policies on people who are
authorized to have access to the critical cyber assets.)

System security management (e.g. Monitoring system events)

Incident reporting and response planning (e.g. Report to related authorities if
necessary)

Recovery plans for critical cyber assets (e.g. When threat is over, recover the
system and enhance the control policies)

Configuration change management and vulnerability assessments

Information protection

Communications between control centers

Supply chain risk management

Physical security

North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection



System Vulnerability

B A system is defined as the wide area interconnected, |P-
based computer communication networks linking the
control center and substations-level networks

B System vulnerability is the maximum vulnerability level
over a set of scenarios represented by |

Ve = maX(V(] ))

* C. W. Ten, C. C. Liu, M. Govindarasu, “Vulnerability Assessment of Cybersecurity for SCADA Systems,” I[EEE Trans.
Power Systems, Nov. 2008, pp. 1836-1846.



Access Point Vulnerability

B Access point provides the port services to establish a connection for an intruder to
penetrate SCADA computer systems

B Vulnerability of a scenario i, V(i), through an access point is evaluated to determine
its potential damage

B Scenario vulnerability - weighted sum of the potential damages over the set S

V(i)z Zﬂ'j XY,

jes

where”; is the steady state probability that a SCADA system is attacked through a
specific access point j, which is linked to the SCADA system. The damage factor, 7, ,
represents the level of damage on a power system when a substation is removed




Firewall Model

Intrusion Attempts (terminal 1)

B Firewall model
» Denial or access of each rule

» Malicious packets traveling
through policy rule j on each
firewall i is taken into account.

Malicious packets
passed through Firewall
A (terminal 2)



Modeling Integrated Cyber-Power System

* Methodology for CPS modeling of power systems
— Develop the ICT model of SCADA system
— Integrate power grid model with ICT model for SCADA and grid control hierarchy

— Dynamics of a power grid and its data infrastructure are combined

* CPS tool used for assessment of SCADA communication performance

— Plan SCADA and ICT systems for power grids

* CPS tool used for cyber security assessment in co-simulation environment
— Model cyber attacks and assess CPS security
« Simulate cyber attacks at the cyber system layer
* Perform impact analysis at the power system layer

« Compute impact indices and attack efficiencies to disrupt power grid operation

* A. Stefanov, C. C. Liu, M. Govindarasu, "Modeling and Vulnerability Assessment of Integrated Cyber-Power Systems,"
Int. Transactions on Electrical Energy Systems, Vol. 25, No. 3, March 2015, pp. 498-519.



Integrated Cyber-Power System Model
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Impact on Power System - Dynamics

Cyber-Physical Security Assessment

Impact of the cyber attack is assessed by monitoring the dynamic behavior:

* frequency B=P, +15;D +8, B,

* bus voltage magnitudes | 4'(] s AP | AU|

* current levels on network elements =), ———— I +7pz = +7UZAU +y, Z—
rated =1 znztza]l rated = rated i

* loss of loads
It shows how much the operation has moved from the secure condition:
* Secure state
* Insecure state
* Emergency state

The most critical attack path is identified based on the attack’s efficiency



Potential Threats in a Substation

Based on IEC 61850
User-
Station interface GPS
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Generic Object-Oriented Substation Events

(GOOSE) Based Attack
Action Result
Disconnect Ethernet cable from IED Lost availability of IED
Send normal control Open CB
Replay attack Open CB
Modity sequence & state number Warning occurred at CB
Modity transterred time Warning occurred at CB
Modity GOOSE control data Open CB
Denial of Service attack Lost availability of CB
Generate GOOSE control data Open CB




Integration of Cyber-Power System Tools

Power systems
simulation tool

DIgSILENT
power factory

Controls \ ‘ Measurements
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Resulting impact Result data MATLAB
from simulator

Substation ICT Attack similarity
networks and TADS Impact analysis



Vulnerabilities: Cyber Attacks on SCADA/Substations
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Integrated Cyber-Power System Model



' Washington State University - Cyber Security Module for Smart Grid
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* J. Hong, C. C. Liu, M. Govindarasu, "Integrated Anomaly Detection for Cyber Security of the Substations,"
IEEFE Trans. Smart Grid, July 2014, pp. 1643-1653.




Measurement-Based Attacks
IEC 61850 Substations

Stage 1: From vendors' network
* Malicious code injected into source code of
firmware or updates
Stage 2: From substation
* Malicious firmware/updates are downloaded

in the figure)

Stage 3: From remote access

» Steal signing keys/certifications

* Attempt to access IEDs through backdoor
Stage 4: Attack act

» Steal sensitive information
Falsify the configuration of IEDs
Inject malicious measurements from substation
level

Backdoors are installed at the devices (red boxes
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Measurement Attacks at Substations

Falsified measurements from substations may mislead
system operators

Control center IDS cannot detect measurement-based
attacks before 1t compromises state estimation

Specification-based IDS cannot detect falsified
measurements in payload of the packets



Electric Circuit Laws for IDS

Kirchhoff's Current Law (KCL):

|Ziexit o Zienterl

< kcerllill + e+ kcernlinl

Kirchhoff's Voltage Law (KVL):
vy + -+ vp| < kperg V1] + - +

kvern vnl
Ohm’s Law:

[vi — v — ik Ziine
< MAX{kverj |Vj |; Kverk |vk |, kcerjk | ijl

Measurement errors from CT/VT and merging units are
included. k., kyeri are the coefficients in the accuracy
class for CT;, VT;.



Distributed Architecture of IDS
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cross check

Proposed distributed IDS uses
IDSIEC/TR 61850-90-5 for
secure transmission of
synchrophasor data between
different LANs

Each distributed IDS analyzes
the measurements based on time
stamps of the packets



Attack times

Simulation Results: Detection Time (DT)
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* DT distribution of single-bus attacks 1s close to that of two-bus attacks:
the proposed IDS checks the consistency of measurements in a

distributed manner

* For a broad range of attacks, the median DT falls under 0.025s.



Potential Attacks on Remote Controlled Switches
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Defense Algorithm
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Implementation on the Testbed at WSU
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Remarks

* Supply chain attacks in the context of substations and potential
attack vectors.
* A comprehensive cyber system restoration strategy should be

studied so that it can recover the cyber system of substations,
control center, and SCADA communication network from cyber

attacks.

* A distributed intelligence environment enabled by a Distributed
Information System (DIS) in the distribution systems.
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